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This Acceptable Use Policy (“AUP”) applies in addition to the 

Wavenet Master Service Agreement (“MSA”) to the Customer’s 

use of all Services.   

DEFINITIONS 

All definitions from the MSA and/or Service Specific Conditions 

shall apply to this AUP.  

1. USE OF THE SERVICES  

1.1. The Customer and/or its End Users shall only use the 

Services for lawful purposes and in accordance with 

Applicable Law. 

1.2. The Customer shall notify Wavenet as soon as 

reasonably practicable of any violation of this AUP 

and must cooperate in any efforts to stop or remedy 

the violation.  

 

2. NETWORK AND SECURITY 

2.1. The Customer and/or its End Users shall not use the 

Services to violate the security of the  Network or any 

third party’s system or network by any method 

including: 

2.1.1. unauthorised use of or access to systems, data 

or networks, including any attempt to scan, 

probe, monitor or test the vulnerability of a 

network or system; 

2.1.2. unauthorised monitoring of data or traffic on 

any network or system without express 

permission of the owner of the system or 

network; and/or 

2.1.3. unauthorised interference with any user, host, 

system or network without the specific 

authorisation of the owner of the network or 

system. 

2.2 The Customer and/or its End Users shall 

not upload, download, send, receive, store, 

distribute, transmit or post any material 

designed to violate security of the  Network or 

any third party’s system or network security. 

Examples of such prohibited material include: 

▪ Malware; 

▪ tools designed to compromise the security of 

third party sites or networks; 

▪ programs or services designed to send or 

facilitate the sending of unsolicited 

advertisements; and/or 

▪ programs or services designed to encourage 

or facilitate a breach of this AUP or an 

acceptable use policy of any third party 

provider. 

2.3 The Customer and/or its End Users shall 

not connect any unsecured machines or 

services able to be exploited to the Services in 

order to carry out actions which breach this 

AUP including but not limited to the sending of 

unsolicited bulk email, infected email 

attachments, attempts to disrupt websites 

and/or connectivity or any other attempts to 

challenge the security of other users of the  

Network or any third party system. 

2.4 The Customer is responsible and liable for 

all devices and/or networks that it connects to 

the Services, including Data and/or traffic 

originating from such device and/or networks. 

It is the Customer’s responsibility to 

immediately disconnect and secure all devices 

and/or networks generating data and/or traffic 

which in any way breaches this AUP and, upon 

the Customer becoming aware of any such 

breach, immediately notifying Wavenet of the 

breach. 

3. EMAIL 

3.1. The Customer and/or its End Users shall only 

communicate via email through the  Network and/or 

systems in accordance with the AUP.  The Customer 

shall not: 

3.1.1. send unsolicited emails to individual recipients; 

3.1.2. send unsolicited bulk email or any form of 

abusive electronic communication such as 

unsolicited advertising mailings (whether 

commercial or informational); 

3.1.3. transmit or knowingly reply to spam emails; 

3.1.4. falsify email headers, alter the headers of email 

messages to conceal email addresses, or use 

any email address that the Customer is not 

authorised to use; 

3.1.5. suggest or imply that any email sent by the 

Customer is endorsed or authorised by 

Wavenet; and/or 

3.1.6. operate, host, provide hosting services to or 

assist any web site, email service, or other 

online service which is marketed by means of 

unsolicited bulk email, mass messaging or any 

form of abusive communication. This 

prohibition applies whether the abusive 

communication takes place using the Network, 

or otherwise. Wavenet reserves the right to 

demand immediate suspension of access to the 

Services in the event of such prohibited use.  

 

4. INTERNET USE 

4.1. The Customer is responsible for its and its End Users’ 

use of the internet and/or any web Services operated 

and/or provided by Wavenet.   

4.2. The Customer shall not use the internet and/or any 

web Services to violate this AUP. 

 

5. INCLUSIVE CALLS POLICY 

5.1 Inclusive calls offer is applied to new SIP 

Trunking/Hosted Voice/Teamslink endpoints and relates to 

calls to UK Geographic and Standard UK Mobile 

destinations (EE, T-Mobile, Orange, Three, 02 and 

Vodafone) only. Other destinations are subject to the 

standard call rates associated with the account. 

5.2 Maximum of 5,000 minutes per calendar month per 

endpoint.  

5.3 Inclusive calls are subject to a fair usage policy based 

on standard user call profile: 

5.3.1 Maximum of 10% minutes to 03 Destination. 

5.3.2 Maximum of 40% minutes to UK Mobile 

Destinations. 

5.4 Wavenet monitors usage and any qualifying end-point 

must not exceed 5000 minutes per channel per 

month (the “Fair Usage Limit”). 

5.5 Where usage is deemed illegitimate or excessive in 

terms of standard use or otherwise not in line with 

the Fair Usage Policy, Wavenet reserves the right to: 

5.5.1 disconnect any end-point; 

5.5.2 charge a per minute price for the total volume 

of calls generated from that endpoint 

according to the standard, or existing IP rate 

card associated with the account; and/or 

5.5.3 increase the charges end-point associated. 

5.5.4 this offer doesn’t apply to existing end-points 

or any end-point (IP address) that has been 

previously provisioned via Wavenet. 
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5.6 Wavenet reserves the right to monitor usage levels in 

regards the cease and re-provision of endpoints, with 

misuse subject to the removal of the offer 

5.7 Only end-points connected to a dedicated business 

PBX, WHV Hosted platform or Teamslink qualify for 

this offer 

5.8 Diallers are not permitted to be connected to the 

system. 

5.9 Inclusive calls offer for Operator Connect: 

5.9.1 Inclusive to calls to UK Geographic destinations. 

Maximum of 2,000 minutes per calendar month per 

user.  

5.9.2 Inclusive calls to Standard UK Mobile destinations 

(EE, T-Mobile, Orange, Three, 02 and Vodafone). 

Maximum of 2,000 minutes per calendar month per 

user on a 36 month minimum term only.  

5.9.3 Other destinations are subject to the standard call 

rates associated with the account. 

5.9.4 Inclusive calls are subject to a fair usage policy based 

on standard user call profile: 

5.9.4.1 Maximum of 10% minutes to 03 Destination. 

5.10 Inclusive calls offer for Freedom Voice & Data: 

5.10.1 Inclusive calls to UK Geographic, Standard UK Mobile 

(EE, T-Mobile, Orange, Three, 02 and Vodafone) and 

03 destinations.    

5.10.2 Other destinations are subject to the standard call 

rates associated with the account. 

5.11 Inclusive calls offer for RingCentral: 

5.12 Inclusive Minutes for RingCentral means the number of 

minutes included as standard with the relevant RingEX 

Tier specified in the Order. Domestic minutes are 

apportioned on a per End User basis and are pooled at an 

account level and free-phone minutes are apportioned per 

account. 

 

6. INCLUSIVE CALLS POLICY – ZOOM ONLY  

6.1. The inclusive calls offer applied to Zoom Phone 

includes calls to UK Geographic destinations only. All 

other call destinations are excluded and will be 

charged at the standard call rates applicable to the 

Customer’s account. 

6.2. A maximum of five thousand (5,000) inclusive 

minutes per calendar month shall apply per endpoint. 

Any usage exceeding this limit will be subject to the 

standard call rates applicable to the Customer’s 

contract.   

6.3. Inclusive calls are subject to a fair usage policy based 

on standard user call profile: 

6.3.1.1. No more than ten percent (10%) of the 

total inclusive minutes per calendar 

month may be used for calls to 03 non-

geographic UK numbers. 

7.4 Wavenet monitors usage and any qualifying end-

point must not exceed five thousand (5000) 

inclusive minutes per channel, per month (the 

“Fair Usage Limit”). 

7.5 Where usage is deemed illegitimate or excessive 

in terms of standard use or otherwise not in line 

with the Fair Usage Policy, Wavenet reserves the 

right to take one or more of the following actions: 

7.5.1 disconnect the affected endpoint; 

7.5.2 charge a per minute rate for all call 

traffic generated by the affected 

endpoint, in accordance with the 

standard or applicable IP rate card 

associated with the Customer’s 

account; and/or 

7.5.3 increase the charges associated with 

the affected endpoint. 

7.6 The inclusive calls offer mentioned in this 

paragraph 7 shall not apply to existing endpoints 

or any endpoint (IP address) that has previously 

been provisioned by Wavenet. 

 

 

8 USAGE RESTRICTIONS 

8.1 It is the Customer’s responsibility to ensure that its 

use of the Services using the  Network or Systems 

must not transmit consistently in excess of 4 

megabits per second over a sustained period of 60 

minutes or more in any 24‐hour period. 

8.2 Where Wavenet provides Services to one or more 

customer(s) sharing the same Customer Premises, 

Wavenet reserves the right to restrict or throttle 

Services if, at any time, bandwidth utilisation of a 

single End User, customer or Service demands more 

than fifty percent of the total bandwidth available to 

all End Users, Customers, and Services in the 

Customer Premises. 

 

9 RESTRICTIONS IMPOSED BY WAVENET 

9.1 The Customer accepts and acknowledges that 

Wavenet may block any electronic communication 

that it reasonably considers to be in breach of this 

AUP.  

9.2 If the Customer is, or Wavenet reasonably suspects 

that the Customer is in breach of this AUP, Wavenet 

shall notify the Customer of such breach, or 

suspected breach, provided that such notification 

does not prejudice any investigation being 

undertaken by any Third Party Authority, as defined 

in clause 9.2.3 below.  Wavenet may also, at its 

option: 

9.2.1 immediately suspend Services until such time 

as Wavenet is satisfied that the Customer is no 

longer in breach; 

9.2.2 immediately terminate the Agreement(s) for 

the provision of Services; 

9.2.3 notify and/or pass details of the breach to any 

relevant government, statutory, self‐ regulatory 

or law enforcement agency (“Third Party 

Authority”); 

9.2.4 fully investigate any alleged breach of this AUP 

by examining Data or any Data and/or material 

on the  Network, Servers or applications; 

and/or 

9.2.5 either permanently or temporarily remove, 

copy, store, monitor or otherwise deal with 

Data and/or material on Wavenet’s Network, 

servers or applications. 

9.3 The Customer expressly authorises and consents to 

Wavenet using its Data and/or account information in 

connection with any investigation of any breach of 

this AUP, including disclosure of any such Data and/or 

account information to any Third Party Authority. 

 

10 MOBILE SERVICES  

10.1 The Customer: (a) may allow End Users to use the 

Mobile Services and shall make sure that End Users do so 

consistently with this AUP, whether such use is authorised 

or unauthorised by Customer; (b) shall be responsible for 

End Users’ authorised or unauthorised use of the Mobile 
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Services, including payment obligations, whether to 

Wavenet or to third parties (such as providers of content, 

goods or services); and (c) is responsible for protecting 

its passwords and for any authorised or unauthorised use 

made of such passwords.  

10.2 The Customer will not (whether actually or 

attempted, directly or indirectly) use the Mobile Services 

to effect or participate in any of the following activities 

(each a “Prohibited Activity”):  

(a) Sending or publishing: (i) bulk messages (including, 

but not limited to, marketing, notifications, spam); and/or 

(ii) automated content, posts or communications in any 

form, including the generation of artificially inflated traffic.  

(b) Producing content that may be regarded as: (i) 

harmful to others, or Wavenet’s operations or reputation, 

(ii) contrary to a commercial agreement (e.g. breach of a 

non-disclosure obligation), (iii) abusive, (iv) obscene, (v) 

deceptive, (vi) a nuisance, or (vii) fraudulent.  

(c) Using the Mobile Services or SIMs to contact numbers 

that pay any revenue (including, but not limited to, call 

forwarding services, concurrent calling, paging services 

and onward calling services).  

(d) Falsifying user or other Mobile Services-related 

information, including omitting, deleting, forging or 

misrepresenting transmission information provided to 

Wavenet; including headers, return mailing, Internet 

protocol addresses or any other part of a message 

describing its origin or route.  

(e) Withholding or cloaking the Customer's identity, origin 

or contact information, including assuming a sender’s 

identity without the sender’s explicit permission.  

(f) Accessing or threatening the integrity or security of 

any device, network or computer system, without proper 

authorisation, including, the transmission of worms, 

viruses or other malicious codes.  

(g) Using any part of the Mobile Services with the 

intention of adversely affecting the operation or users of 

any computer system or network (including the Internet), 

including, denial of service attacks, web page defacement, 

port and network scanning, and unauthorised system 

penetrations.  

(h) Using or permitting anyone to use the Mobile Service 

to guess passwords or access other systems or networks 

without written authorisation.  

(i) Using the Mobile Services or SIMs to do anything that 

may deteriorate the performance of the network or 

prevent other users from using the network.  

(j) A data tariff must only be used for legitimate business 

purposes by an individual, in the manner intended by 

Wavenet and consistent with all terms of this AUP. 

Examples of unacceptable use or prohibited activity 

include: (i) multiple people using a data tariff and data 

allowance on a mobility service plan; and/or (ii) reselling 

the data tariff to a third party. 

(k) If Customer uses a data tariff f in a manner set out at 

clause 10.2(j) this may cause excessive congestion and 

damage to the network. Wavenet reserves the right to 

monitor the amount of data the Customer is using to 

identify whether it is using a data tariff in a way that is 

contrary to this AUP. Where Wavenet notices a customer’s 

data usage exceeds 650GB per month, Wavenet reserves 

the right to charge the Customer for such excess usage in 

accordance with Wavenet’s standard rates, as amended 

from time to time.  

(l) Violating any law or regulation (including libel, slander, 

invasion of privacy, harassment, obscenity, child 

pornography, export laws and regulations, and 

infringement or misappropriation of another party's 

copyrights, trademarks, patents, trade secrets or other 

intellectual property rights).  

(m) Engaging in other activities that degrade or interfere 

with users of the Mobile Service or other connected 

services.  

(n) Avoiding incurring charges in a way that is 

inconsistent with good faith commercial practice.  

(o) Using the Mobile Services and SIMs for anything other 

than legitimate business purposes.  

(p) Where applicable, use of the Mobile Services while in 

our Europe Zone (excluding the UK), Travel-Free or 

Travel-Plus destinations is only intended for temporary, 

periodic travel such as business holidays and short 

breaks. Use of the Mobile Services in these destinations 

should not be used for prolonged periods of time which do 

not follow reasonable business holiday or travel patterns 

and behaviour.  

(q) Tariffs where the End User is utilising their allowance 

while roaming will have a limit of 25GB for any billing 

period. If an End User exceeds this limit, Wavenet 

reserves the right to charge the Customer for such excess 

usage in accordance with Wavenet’s standard roaming 

rates, as amended from time to time.  

(r) If the Customer uses the Mobile Services in 

destinations outside of the UK that qualify for inclusive 

access to standard bundles (including those countries that 

qualify for daily roaming services such as Travel-Free and 

Travel-Plus), for more than 50% of the time in any three-

month rolling period, Wavenet may issue a notice 

requesting that the Customer moderates usage of the 

Mobile Services. If the Customer's usage continues to 

exceed 50% in the two-week period following such 

notification, Wavenet reserves the right, on notice, to (i) 

charge the Customer for such excessive usage; and/or (ii) 

bar such roaming services.  

(s) Using gateway devices, applications or SIM boxes 

(including devices tethered via cable, Bluetooth or Wi-Fi, 

to a computer or the internet) for the purposes of sending 

automated messages or making automated calls.  
10.3 Wavenet may suspend, terminate and/or deny traffic 

to the Mobile Services at any time for any material failure 

of Customer to comply with this AUP or for the Customer 

engaging in a Prohibited Activity (as determined by 

Wavenet, in its sole and absolute discretion). Wavenet will 

attempt to contact the Customer if it needs to terminate 

the Mobile Services.  

10.4 Wavenet may, but does not assume the obligation 

to, where feasible, implement technical mechanisms to 

prevent a Prohibited Activity.  

10.5 Where the Customer’s data usage exceeds 500GB 

per month twice or more in a 6-month period, Wavenet 

reserves the right to charge the Customer for such excess 

data usage in accordance with Wavenet’s standard rates, 

as amended from time to time.  

10.6 Wavenet may charge the Customer the direct and 

indirect administrative costs and expenses associated with 

preventing or responding to Customer’s violation of this 

AUP including the identification and removal of offenders 

from the Mobile Service and responding to associated 

third party complaints.  

10.7 Nothing in this AUP limits Wavenet’s rights and 

remedies (available at law or in equity) in any way with 

respect to any Prohibited Activity. 

 


